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ceru «IHTEpHED)

KoMubIoTepHBIE BUPYCHI

KoMnbroTepHbIid BUPYC - 3TO pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOrpamMM, OTINYUTEIbHON
OCOOEHHOCTBIO KOTOPOM SIBIISIETCS CHOCOOHOCTh K pa3sMHOXKEHUIO (KOMUpOBaHUIO). B
JIOTIOJIHEHUE K 3TOMY, BUPYCHl MOTYT OBPEIUTh WJIH MOJHOCTHIO YHUUTOXXUTDH BCe (ailiibl U
JAHHBIE, OJKOHTPOJILHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3aIlyllieHa 3apaXEHHas
porpaMma, a TakKe MOBPEAUTh WM J1a)K€ YHUUYTOXUThH ONEPALMOHHYIO CUCTEMY CO BCEMH
daiinamu B 1eioM. B OosbIIMHCTBE clTydaeB paclpoCTPaHSIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX POrPaMM:

1. Ucnionb3yil COBpEMEHHBIE OINEPALMOHHBIE CHCTEMbI, UMEIOIINE CEPbE3HBIM YPOBEHb
3AIIMUTHI OT BPEAOHOCHBIX MPOTPAMM;

2. IloctossHHO ycTaHaBnuBai matyu (UKM(POBBIE 3aIUIATKH, KOTOPBIE aBTOMATUYECKU
YCTaHABIMBAIOTCA C I€JIbI0 J0pa0OTKM MpOrpaMMbl) M JApyrue OOHOBJIEHMSI CBOEH
ornepanoHHoi cucreMbl. CkauuBail UX TOJBKO C OpUIMAIBHOrO caifta pazpadorunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBOEM KOMIMBIOTEPE MO MpaBaMU MOJIb30BATENs, a HE aAMUHUCTPATOpA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpaMM HHCTAJJIMPOBATHCS Ha TBOEM
IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnionb3yll aHTUBHUPYCHBIE NIPOrPaMMHBIE MPOAYKTHI W3BECTHBIX IMPOU3BOAUTENEH, C
aBTOMaTHYeCKUM OOHOBJICHUEM 0a3;

5. Orpannyb PU3NYECKUN JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHENIHHE HOCUTENHN WH(MOPMAITNH, TaKhe Kak ¢Jiemka, TUCK Wik (aii us3
HHTepHeTa, TOIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpwiBaii KOMIbIOTEpHBIE (halibl, MOTYYECHHBIE W3 HEHAAEKHBIX HCTOYHHUKOB.
Jaxe Te (aiisbl, KOTOpbIE pHCIIal TBOW 3HAKOMBIN. Jlydie yrouHu y HEero, OTIpaBiisul Ju

OH Te0E uX.

Ceru WI-FI

C nomombto WI-Fi MOXHO mony4uTh OSCIUIATHBIH MHTEPHET-IAOCTYI B OOINECTBEHHBIX

MecTax: Kade, OTensix, TOPTOBBIX ILIEHTpAaX W a’dpomoprax. Tak ke SBISETCS OTIUYHOMN
BO3MOXXHOCTBIO BbixojAa B MIHTepHeT. HO MHOTHE AKCIEepThl CYUTAIOT, YTO OOIIETOCTYITHBIC

WIiFi ceTu HE SBISIOTCS 0€30MaCHBIMU.



CoBeTbl 10 6€30MaCHOCTH PAa0OTHI B 001IeI0CTYNHBIX ceTsax Wi-fi

1. He nepenasaii cBoto JHUHYyI0 WHpOpMaIHIo yepe3 odmenoctymnubie Wi-Fi cern.
PabGoTtas B HHX, jKelaTeIbHO HE BBOJWTH MAPOJU JOCTYyMa, JIOTWUHBI W KaKHUe-TO
HOMEDA;

2. Hcnonw3yit 1 0OOHOBIISIA aHTUBUPYCHBIE MPOTPAMMBI M OpaHaMay’p. TeM cambIM
ThI 00€30MacuIIb ce0sl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmoun gynkumio «OO0mmit goctyn x Qaitnam u
npuHTepam». JlanHas (QYHKIUSA 3aKpeiTa 1O YMOJIYAaHHWIO, OJIHAKO HEKOTOPHIC
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win yueoe;

4. He ucnons3yit nyonuunsiidi WI-FI nns nmepegaum JNUYHBIX JaHHBIX, HAIIPUMED,
JUTSI BBIXO/Ia B COLIMAJIbHBIE CETU UITU B DJIEKTPOHHYIO MIOUTY;

5. Hcnonw3yit Tonbko 3amuiieHHoe coenuuenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B wmoOwnbHOM Tenedone otkmoun ¢GyHknuoo «[loakmouenne k  Wi-Fi
aBTOMaTH4YecKn». He momyckail aBTOMaTHYECKOTO MOKIIOUEHHUSI YCTPONCTBA K CETSIM

Wi-Fi 6e3 TBOero coriacus.

ConnajJbHbIe CeTH

ConumanpHas Cce€Tb - 3TO CaWT, KOTOPBIA NPENOCTABISIET BO3MOXKHOCTH JIFOASAM
OCYIIECTBIIATh OOILIEHHE MEXAy cOo00M B MHTepHere. Yamie Bcero B HUX U KaXJOTO
4eJI0OBEKa BBLICNSAETCS CBOS JIMYHAs CTpPAaHWYKa, Ha KOTOPOM OH yKa3blBaeT o cede
pa3iMyHyl0 HH(OpMALMI0, HAuYMHAs OT HWMEHH, (QaMWIMM W 3aKaH4YuBas JIMYHBIMU
doTorpadgusimMu. MHOrre Moib30BaTENM HE MIOHUMAIOT, YTO MHPOpMaLK, pa3MelleHHAs MU
B COLIMAJIBHBIX CETSIX, MOKET ObITh HailIeHa W MCIOJb30BaHa K€M YTrOAHO, B TOM YHCIIE HE

00s13aTeNBHO ¢ OJIATUMU HAMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30MIACHOCTH B COLMAJIBbHBIX CeTHX:

1. Orpanuub cnucok apy3eid. Y TeOs B Ipy3bsiX HE JOJKHO OBITH CIy4allHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammiiail CBOIO YacTHYIO XKM3Hb. He ykaspiBail mapoiu, TenedoHBI, aapeca,
JaTy TBOErO POXKICHHS U APYTYIO JUUYHYI0 MHQOpPMAIHIO. 3TOYMBIIIICHHUKH MOTYT
UCIOJIb30BaTh Jake MHGOPMALMIO O TOM, KakK Thl U TBOM POJUTENM IUIAHUPYETE
MPOBECTH KAHUKYJIBL;

3. 3amumiail CBOIO pemyTamuio - JepKH €€ B YMCTOTE W 3a/aaBail cebe BOMpOC:
xoTen Obl Thl, YTOOBI APYyTHE MOJIH30BATENN BUICIHN, YTO ThI 3arpyxaeuib? [logymai,

MMpEKIAC 4YCM 4YTO-TO OHY6J'H/IKOB3TI), HAIIMCaTb U 3arpy3uTh;



4. Ecnu Thl TOBOpHUIIL C JIOJbMH, KOTOPBIX HE 3HAEllb, HE HCIOJb3YyH CBOE
peaibHOe MMsI M JIPYTYIO JIMYHYIO HH(OpMalMU: UM, MECTO >KUTEIbCTBA, MECTO
yueObl U TIpouee;

5. Uzberaii pasmenieHuss Qororpaduii B MHTEpHETE, TIe Thl H300pakKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEIECIUTh TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpany B COIHAIBHOW CETH HEOOXOAMMO HCIOJIb30BaTh CIIOKHbBIC
MapoJIx, COCTOSIINE U3 OYKB M (P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. Jng couuaibHOW CETH, MOYTHI U JIPYTHMX CAWTOB HEOOXOIMMO HCIOJB30BaTh
passble naposu. Torga ecnu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOJIYy4YaT AOCTYIl

TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC Cpa3sy.

JJIeKTPOHHBbIE JICHbI'M

DJIEKTPOHHBIE JEHBI'M — 3TO OYEHb YJIOOHBIN CIOCOO TIaTexel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYNUTh 3TH ACHBIH.

OJNIEKTPOHHBIE JACHBIM IOSBUJIUCH COBCEM HENABHO M MMEHHO H3-3a 3TOrO0 BO MHOTHX
roCyAapcTBax A0 CHUX MOp HE MPONMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (yHKIMOHUPYIOT M O HUX YK€ NMPOMKUCAHO B 3aKOHE, TJI€ UX Pa3JesIoT
Ha HECKOJIBKO BUJIOB - AHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, UYTO aHOHUMHBIE - 3TO
T€, B KOTOPBIX pa3pelIaeTcsi NpOBOJIUTh olepaluu 0e3 UaAeHTU(UKALUY [10JIb30BaTeNs, a B
HE AaHOHUMHBIX UJIEHTU(UKALUN NOJIb30BaTENs SABJIAETCS 003aTEIbHOM.

Taxxe crnegyer pasnuyaTh 3JIEKTPOHHBIE (UATHBIE ACHBIU (PaBHBI T'OCYIApPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HE(PUATHBIE IEHbIU (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI 10 0€301IACHOM padoTe € JIEKTPOHHBIMM IeHbIAMH:

1. TlpuBsku K cueTy MOOWJIBHBIM TenedoH. ITO caMmblid yIOOHBIM U OBICTPHIiA
cioco0 BOCCTAHOBHUTH JOCTyHn K cueTy. [IpuBsizaHHbIN TenedoH NOMOXET, eciu
3a0y/emb CBOM TUIATEXKHBIA TMMapoJib WIM 3aiJielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnmone3yii opHOpa3zoBble maponu. Ilocme mepexoga Ha  YCHICHHYIO
aBTOpHM3allMi0 TeOe yke He OyneT yrpokaTb ONAacHOCTh KpaXHu WIM IepexBaTa
IUIATEKHOTO MapOJIs;

3. Bribepu cnoxusiit naposns. [IpectynHukam OyJIeT HE MPOCTO yrajaTh CIOKHbBIN
napoiib. HazjexxHble mapoiu — 3TO mapoiu, KOTOPbIE COJAEpKaT HE MeHee § 3HAKOB U
BKJIIOYAIOT B €05l CTPOYHbIC M MPOMHUCHBbIE OYKBBI, IIU(PHl U HECKOJIBKO CHMBOJIOB,
TaKHe KakK 3HaK JoJiiapa, pyHTa, BOCKIUIATENbHBIN 3HaK U T.1. Hampumep, StROng!;;

4. He BBOJH CBOH JIMYHBIC JAHHBIC Ha caﬁTax, KOTOPBIM HC JOBCPACIID.



DJICKTPOHHAS MOUYTA

DNeKTpOHHAs MMOYTa — 3TO TEXHOJOTUs U MPEAOCTABIISIEMbIE €10 YCIYTH 10 IEPECHUIKE U
MOJTyYEHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PacHpelestoTCs B KOMITBIOTEPHON CETH.
OOBIYHO ~ DJIEKTPOHHBIM  TMOYTOBBIA  SIIUK  BBINVIIAUT — CIEAYIONIUM  00pa3oM:
UMs_TOJIb30BaTESI(@UMA_JoMeHa. Takke KpoMme IMepeAauyd MIPOCTOrO TEKCTa, HMEETCs
BO3MOYHOCTh MepeiaBaTh (pailibl.

OcHoOBHBIE COBETHI N0 0€30NACHO padoTe ¢ 3JIeKTPOHHOI MOYTOI:

1. Hanmo BbIOpaTh mpaBWIIBHBIN MOYTOBBINM cepBuc. B MHTepHETE ecTh OrpOMHBIN
BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYUIIE JIOBEPSATH TEM, KOTO 3HACIIb
Y KTO MEPBbIA B PEUTHHTE;

2. He yka3piBali B JIMYHOW TMOYTe JUYHYH uH(opmammio. Hampumep, mydiie
BBIOpaTh «My3bIKaNbHBIN _(panat@» mm «pok2013» BmecTo «temal3»;

3. Hcmonp3yil NByXdTamHyH aBTOpH3AIHMIO. JTO KOT/Ia TIOMUMO Mapojs HYKHO
BBOJUTH KOJ, MPUChLIaeMblid 0 SMS;

4. BpiGepu cnoxHbIM naposb. [t Kaxa0ro mouyToBOro SuKa A0HKEH ObITh CBOU
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOYKHOCTBH HallMCaTh CaMOMY CBOM JIMYHBIA BOMIPOC, UCIOIb3YH
3Ty BO3MOYKHOCTB;

6. HMcnonb3yit HECKOJBKO MOYTOBBIX SIIUKOB. [IepBbIN JIsl YaCTHOM MEPENHUCKU C
ajapecaraMH, KOTOPBIM Tbl JOBEpsi€llb. OTO OJJEKTPOHHBIA aJpec HE Hajo
UCIOJIb30BaTh IPU PETUCTPALUU Ha POpyMax U caiTax;

7. He otkpbiBaii (ailsibl U Apyryue BIOKEHUS B MUCbMAaX JaXe €ClId OHU IPUIILITA
OT TBOMX Jipy3ei. Jlydille yTOUHH Y HUX, OTHPABJISUIN JIM OHU TeOe 3TU (Dailiibl;

8. Ilocne okoHuaHUs paOOTHl Ha MOYTOBOM CEPBHCE IMEPEl 3aKPhITHEM BKIJIAJKU C

caiToM He 3a0y/Jb HAKAaTh Ha «BBIATIY.

KuoepOvaJauHr ujin BUPTYAJIbHOE H31€BATEJILCTBO

Kubepboynnune —  mpeciefioBaHue  COOOIICHUSIMH,  COJIEpXKAUUMU  OCKOpOJIEeHUs,
arpeccuro, 3alyruBaHHE; XYJIWTAHCTBO; COIHAIbHOE OOWKOTHUPOBAHHE C IOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbBIE cOBeTHI 10 00pbhle ¢ KHOEePOYUITUHIOM:

1. He Opocaticsa B 60ii. JIyummuii cioco0: MOCOBETOBATHCS KaK ceOsi BECTH U, €CIIU
HET TOTO, K KOMY MOXHO OOpaTUTBLCS, TO BHAYajle YCIMOKOUThCA. ECau Thl HaYHEIIb
OTBEYaTh OCKOPOJICHHSIMHU Ha OCKOPOJICHHS, TO TOJBKO eIe OOJIbIIE Pa30iOKellb
KOH(ITUKT;

2. Ympapmsii cBoel kubeppermmyTaiue;



3. AHOHMMHOCTb B ceTH MHHMas1. CyIIECTBYIOT CIIOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouT BecTM XyJIWTraHCKH o0Opa3 BUPTyaJdbHOM KU3HU. VIHTEpHET
¢ukcupyeT Bce TBOM JACWCTBHUA U COXpaHSIET MX. YIaIuThb HX OyIeT KpaiiHe
3aTPYJHUTEINIBHO;

5. Benu ce0s BEXINUBO;

6. Urnopupyit enuanyHbiii HeraTuB. OMHOPA30BbIE OCKOPOUTETHHBIE COOOIIECHUS
Jydlle UTHOpUpoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4aabHOW CTaINH;

7. ban arpeccopa. B mporpaMmax oOMeHa MIHOBEHHBIMH COOOILEHUSIMHU, B
COLIMAJIbHBIX CETAX €CTh BO3MOXHOCTb OJIOKUPOBKM OTIPABKH COOOILIEHUN C
OIIpPENIETICHHBIX aJIPECOB;

8. Ecnmu 1B cBunmerens kuOepOyiumHra. TBOM AEWCTBHS: BBICTYIUTH HPOTUB
npecieoBaTensi, IOKa3aTb €My, 4YTO €ro JCHCTBUS OLEHUBAIOTCS HETaTUBHO,
HOJIepKaTh JKEPTBY, KOTOPOM HyXHa ICHUXOJIOTHYECKass IOMOIIb, COOOIIUTH

B3POCJIBIM O (baKTG arpC€CCUBHOIO ITIOBCIACHUS B CCTHU.

MoOuabHBIN TeJ1e(hoH

CoBpeMmeHHbIE CMapT(OHBI W IUIAHIIETHI COJEpXKAaT B ceOe BIIOJHE B3POCHBIM
GbyHKIMOHAT, U TeNepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAIlMOHAPHBIMH KOMITBIOTEpPaMHU.
OpaHako, CpeJCTB 3alllUTHI I MOAOOHBIX YCTPOMCTB MOKa O4YE€Hb Mayo. TecTUpoBaHUE U
MOKUCK YS3BUMOCTEH B HHUX IMPOUCXOAUT HE Tak MHTeHCHBHO, kak mis [IK, To ke camoe
KacaeTcs U MOOUJIbHBIX MPUJIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3ephl YK€ MPAKTUUYECKH JOTHAIW HACTOJIBHBIEC aHAJIOTH,
OJIHAKO pacimpeHre (yHKIHOHAIa BIIEYET 3a COOOM OOJBIIYIO CIIOKHOCTh U MEHBIIYIO
3alIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTEIM BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTUUYECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHoOBHBIE COBETHI /11 0€30IACHOCTH MOOMJIBLHOIO TeJie(pOHA!

1. Byaws octoposkeH, BeIb Korjma TeOe mpejyiaraioT OecriiaTHhIA KOHTEHT, B HEM
MOTYT OBITh CKPBITBI KAKHE-TO MJIATHBIE YCIYTH;

2. Jymaii, npexnae uem otnpaButh SMS, ¢hoTo win Buaeo. Thl TOUHO 3HACIID, T/IE
OHM OYJyT B KOHEUHOM UTOTE?

3. HeobxomuMo 0OHOBIISITH OMIEPAITMOHHYIO CUCTEMY TBOETO CMapT(dOHa;

4. Vcnonb3yi aHTUBHPYCHBIC MPOTPAMMBI JIJIi MOOHMIIBHBIX TeNIe(hOHOB;

5. He 3arpyxail mpuiiokeHHsi OT HEW3BECTHOTO HCTOYHHKA, BEJAb OHU MOTYT

COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00CCIICUCHUE;



6. Ilocie Toro kak Thl BbIizeIb C caiiTa, TIe BBOAWI JUYHYIO WHGPOPMAIHIO,
3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;

7. llepuogmuecku mTpoBepsii Kakue IUIATHBIE YCIYT'H aKTUBUPOBAHBI HAa TBOEM
HOMEDE;

8. JlaBaii cBOIf HOMEp MOOMIIBHOTO TenedoHa TOIBKO JIIOSIM, KOTOPBIX ThI 3HACIIb
¥ KOMY JTOBEpsIEIlIb;

9. Bluetooth gomken ObITH BBIKITIOUEH, KOT/Ia Thl UM HE MOJIb3yelibes. He 3a0biBait

HHOrAa INpoOBEPATH 3TO.

OUIIHHT WK KPaKa JHYHbIX JJAHHBIX

['maBHass menp ¢umuHr - BuUjga VHTEpHET-MOIIEHHUYECTBA, COCTOUT B MOJYyYEHUU
KOH(HICHIIMALHBIX TAHHBIX MMOJH30BaTeNIel — JIOTHHOB | maposiei. Ha anrmuiickoM s3bike
phishing unraercs kak umuHr (ot fishing — pe16Has 0B, password — maposb).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ PUIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecim Thl mojo3peBaelib, 4YTO TBOs aHKeTa Oblia
B3JIOMaHa, TO HE0OX0IUMO 3a0JIOKUPOBATH €€ U COOOLIUTHh aIMUHUCTPATOpaM pecypca
00 9TOM KaK MOXHO CKOpEE;

2. HUcnonb3yit Oe3zomacHble BeO-CAalThl, B TOM 4HCIE, MHTEPHET-MAarasuHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonb3y#l cioxHble U pa3Hble napoiu. Takum o0pa3zom, eciii Te0si B3IOMAIOT,
TO 3JIOYMBIIIJICHHUKH TOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY IpO(UII0 B CeTH, a
HE KO BCEM;

4. Ecnu Tebs B3IOMaad, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBIEHBI Y TE€OSI B JIPY3bsAX, O TOM, YTO TEOS B3JIOMAJIH M, BO3MOXKHO, OT
TBOETO UMEHHM OYyJIeT PacChUIAThCA CIIaM U CCHUIKM Ha (DPUIITMHTOBBIE CANThI;

5. VYcranoBu HanexHsii maposb (PIN) Ha MoOunbHEIN TenedoH;

6. OtkiIr0YM coxpaHeHHE maposs B Opaysepe;

7. He otkpeiBaii (ailsibl U Apyrue BIOKEHUS B MUCbMAX JaXe €ClId OHU IPUIILITA

OT TBOUWX Jipy3ei. Jlydie yTouHU y HUX, OTTIPABIISIIN JIM OHU TeOe 9TH (Haiiiibl.



